Editorial

ACLU offers a smart safeguard for using sur-
veillance technology

By The Times Editorial Board

Nov. 23, 2014

Advances in technology have given police agencies vastly expanded surveillance capabilities.
Facial recognition software that can identify suspects, databases that can be tapped to track sus-
pects' movements and locations, automatic license plate readers, social media monitoring, body
cameras and drones are just some of the innovations that can make it easier and faster to investi-
gate and solve crimes. But used in secret or indiscriminately, the same technology presents major
threats to citizens' privacy and civil rights, and can erode public trust in law enforcement.

The Los Angeles County Sheriff's Department learned this the hard way earlier this year when
Compton officials and residents were outraged to discover that it had secretly conducted aerial
surveillance of the city for nine days in 2012. Sheriff's officials didn't tell anyone they were be-
ing captured on video that was beamed back to the station; the experiment was revealed by an
investigative news outlet. And the Sheriff's Department is not unique. New and arguably more
invasive technologies, such as mass cellphone tracking, are being put into service by police agen-
cies with little or no public discussion.

That's unfortunate. Communities should be able to debate and decide how much privacy, if any,
they are willing to give up in pursuit of public safety. The American Civil Liberties Union of
California has produced a guide for communities on how to evaluate surveillance proposals and
how to put in place security and civil liberties safeguards before these new tools are used. The
ACLU's approach to vetting new technologies is so pragmatic that cities, counties and law en-
forcement agencies throughout California would be foolish not to embrace it.

For example, the guide urges communities and police departments to figure out what problem
the surveillance is intended to address and whether that technology is really the best tool for the
job. There may be a temptation to roll out the latest whiz-bang gadget, especially when it's paid
for with federal grants, without considering the practical value and implementation costs, or de-
veloping protocols to measure results or get feedback.

To ensure a proper review for every new technology, cities and counties in California should re-
quire that law enforcement agencies within their jurisdiction have a formal surveillance technol-
ogy review and use process. That policy should spell out how communities will be consulted on
new programs; establish rules for who can use the data that are collected and why; and guard
against abuse or security breaches of personal information.
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These new technologies could result in safer, more secure communities — if managed correctly.
But "trust us™ is not enough.
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“Surveillance technology can make communities safer, but only if privacy and civil rights are
protected first”
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